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THE GCX GCX understands that we are all operating in a heightened threat environment with
APPROACH household names frequently becoming the next news headline after a security
incident. Threats evolve on a daily basis, and it is critical that a reactive and responsive
security strategy exists to develop and embed the day-to-day capabilities within
the people, process, and technology to appropriately and proactively protect the
organisation. To help ensure our customers are fully in control of their security posture,
GCX have developed a broad range of Cyber consultancy services.

GCX Cyber Security Consultants deliver a whole range of cyber consultancy
services primarily designed around discovering, auditing, hardening, and optimizing
a customer’s security posture, whilst our consultant’s skills can be used for bespoke
engagements that we can design and guide you through, we also have a number of
key products that include:

STRATEGY CONSULTING

Delivering structured methodologies to ensure that information and Cyber Security are
managed as a business risk with clear linkages to business and technology strategies.

We focus on developing clear objectives and outcomes that can be effectively tracked
in terms of capability development and maturity via the creation of ‘meaningful metrics’
that enables you to understand the journey of delivering upon the security strategy.

PENETRATION TESTING

We offer fully tailored and customized penetration testing services according to our
customers' requirements.

We live and breathe cyber security and have on staff some of the industry’s best-
known experts, that help organizations identify unknown risks and formulate

ongoing plans to address them. We handle all types of testing on every conceivable
technology possible. We have a firm belief that our work is not done until customers
have effectively remediated the gaps we find, which is why we commit to remediation
advisory.

« Theteams are approved to carry out IT Health CHECK, HMG, NHS, and CREST
Pen testing, available on either a per event or a dynamic basis.

«  Our security consultants are fully accredited, including CHECK Team Member
(CTM), Check Team Leader (CTL-APP, CTL-Inf) OSCE, OSWE, OSCP, CRT, QSA,
PA-QSA, IASME, CISSP, CISA, CISM, SANS-GIAC and CEH.




RED TEAMING

Our Red Team exercise service utilises the expertise of our technical teams to stress
test an organizations’ operational and process security from an attacker’s perspective.
This delivers valuable insights and enables proactive mitigation of risk.

Our exercises use the approach of Reconnaissance, Planning, Attack, Report; to
expose threats and vulnerabilities, followed-up with in depth recommendations.

INTERIM SECURITY RESOURCE

Initiated by a Security maturity assessment which is part of the CISO package, GCX
cyber delivers CISO functionality and security expertise to companies of all shapes
and sizes, providing holistic security expertise to address and remediate the findings of
the security maturity assessment. With no training or induction required, our team can
hit the ground running and have an immediate impact. We have a full range of security
and data privacy expertise, both technical and management focused to address all of
your requirements.

SECURITY AUDITING

Our comprehensive security audits and assessments evaluate the full breadth of

the information and cyber domains. Our audit framework is linked to both ISO27000
and NIST. We provide complete clarity over your current security status and assist in
formulating forward security planning. We can carry out fully remote assessments
looking at your organisation from the lense of an attacker. We can also conduct more
thorough assesments working closely with your internal teams to accurately map your
current risk exposure.

WHY CHOOSE GCX?

GCX provide a flexible range of global services that can be as simple as assisting you
to deliver and support your own self-build network all the way through to providing

a fully managed outsource service. Our solutions are backed by a team of expert
consultants who can assist on every step of your data journey, whether it is design
concerns like resilience or security, OEM and carrier selection, deployment, and
management we are there all the way with approaches that adhere to best practices
and are standards led wherever possible.

Our global presence ensures that we can deliver and support whenever, wherever.



